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Styrelsen for Bostadsrittsforening Pelikanen 15 far harmed uppritta arsredovisning for rdkenskapsaret 2023.

Arsredovisningen #r upprittad i svenska kronor, SEK. Om inte annat sérskilt anges, redovisas alla belopp i
hela kronor (kr). Uppgifter inom parentes avser foregaende ar.

Forvaltningsberattelse

Verksamheten
Allmdént om verksamheten

Foreningen har till &ndamaél att frimja medlemmarnas ekonomiska intressen genom att i foreningens hus, mot
ersittning, till foreningens medlemmar upplata bostadsritter for permanent boende om inte annat sarskilt
avtalats, och i forekommande fall lokaler, till nyttjande utan begrénsning i tiden.

Foreningen ér ett privatbostadsbolag enligt inkomstskattelagen (1999:1229) och utgor ddrmed en édkta
bostadsréttsférening.

Foreningen har sitt site i Norrkdping.

Arets resultat uppgar till -7 729 tkr. Det negativa resultatet i 4r gar att hiinfora till utfort planerat underhill (se
sid 2). I resultatet ingar avskrivningar med 682 tkr, exkluderar man avskrivningarna blir resultatet -7 047 tkr.
Avskrivningarna ir en bokforingsméssig virdeminskning av foreningens anldggningstillgingar och posten
paverkar inte foreningens likviditet.

Exkluderar man @ven det planerade underhéllet blir resultatet 1 220 tkr.

Foreningen ér frivilligt momsregistrerad.

Fastighetsuppgifter

Foreningen dger fastigheten Pelikanen 15 i Norrkopings kommun. P4 fastigheten finns byggnader uppforda
1903-1906 samt 1938 med 74 ldgenheter. Fastighetens adress dr Kndppingsborgsgatan 9-11 samt
Hospitalsgatan 12-14 i Norrkdping. Féreningen édger sin tomt.

Fastigheterna har under éret varit fullvardeforsikrade i Trygg Hansa.
Hemforsdkring bekostas individuellt av bostadsréttsinnehavarna och bostadstilldgget ingér i foreningens

fastighetsforsékring.

Fordelning bostider och lokaler

1 rok 21 st
2 rok 19 st
3 rok 20 st
4 rok 4 st
5 rok 6 st
6 rok 4 st

Bostéider 74 st

Lokaler 4 st

Total bostadsarea: 6 834 m?

Total lokalarea: 1 388 m?

Arets taxeringvirde 114 835 000 kr

Foregéende ars taxeringsvérde 114 835 000 kr
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Teknisk status

Arets reparationer och underhall

Foreningen har under verksamhetsaret utfort reparationer for 1 023 tkr och planerat underhéll for 8 267 tkr.
Underhallskostnader specificeras i avsnittet "Arets utforda underhall".

Underhallsplan
Avsittning till underhéllsfonden har under aret skett med 800 tkr.

Underhall
Under de senaste dren (2012-2022) har underhall utforts till en kostnad av 14 750 tkr.

Beskrivning Ar Kommentar

Tidigare utfort underhéll

Hissar 2012 Kostnad 211 tkr
Porttelefon 2013 Kostnad 252 tkr
Virme 2013 Kostnad 253 tkr
Malning av trapphus 2014 Kostnad 101 tkr
Tvéttstugeutrustning 2015 Kostnad 96 tkr
Stamspolning 2015 Kostnad 106 tkr
Tak 2016 Kostnad 3 058 tkr
Hiss Knéppingsborgsgatan 11 2016 Kostnad 409 tkr
Hiss Knéppingsborgsgatan 11 A 2017 Kostnad 448 tkr
Hiss Knéppingsborgsgatan 9 A 2018 Kostnad 473 tkr
Malning & rep fonster/balkongddrrar

Knéppingsborgsgatan 2018 Kostnad 49 tkr
Malning & rep fonster/balkongddrrar

Knéppingsborgsgatan 2019 Kostnad 366 tkr
Malning & rep fonster/balkongddrrar

Knéppingsborgsgatan 2020 Kostnad 188 tkr
Byte av styrventil i undercentral

Hospitalsgatan 2020 Kostnad 60 tkr
Byte pléttak pa hisschakt

Knéppingsborgsgatan 2020 Kostnad 165 tkr
Malning & rep fonster/balkongddrrar

Knéppingsborgsgatan 2021 Kostnad 260 tkr
Underhéll & renovering afférslokal

Hospitalsgatan 12 B 2021 Kostnad 2 671 tkr
Tvéattmaskin, tvittstuga

Hospitalsgatan 12 B 2021 Kostnad 54 tkr
Drinering innergard Knéppingsborgsgatan

mot Hospitalsgatan 2021 Kostnad 1 537 tkr
Balkong Knéppingsborgsgatan 2021 Kostnad 54 tkr
Relining av fastighetens stammar 2021 Kostnad 3 171 tkr
Renovering fonsterbagar och karmar 2022 Kostnad 99 tkr
Relining fastighetens stammar, forts 2022 Kostnad 606 tkr

Ny entrédorr Hospitalsgatan 12 B 2022 Kostnad 63 tkr
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Arets utforda underhall

Renovering trapphus Hospitalsg 12 B
Malning & rep fonster/balkongdorrar
Knéppingsborgsgatan

Relining av fastighetens stammar
Byte UC samt stam och radiatorventiler
Malning platfasad

Uppdatering befintligt passersystem
Ny tvéttstuga Hospitalsg 12 B

Nya lédgenheter nr 71 och 72
Utemiljo

Ny lagenhet nr 74

Ny tvittstuga, géstlgh, foreningslokal

Styrelsesammansiittning

2023

2023
2023
2023
2023
2023
2023
2023
2023
2023
2023

Kostnad 29 tkr

Kostnad 262 tkr
Kostnad 240 tkr
Kostnad 2 164 tkr
Kostnad 166 tkr
Kostnad 82 tkr
Kostnad 755 tkr
Kostnad 1 821 tkr
Kostnad 73 tkr
Kostnad 10 tkr
Kostnad 2 665 tkr

Mandat t.o.m. ordinarie

Styrelse

Ordinarie ledamoter Uppdrag
Ingela Gullstrand Ordf6rande
Kenneth Hérdelin Vice ordforande
Magnus Pettersson Ledamot
Lennart Karlsson Ledamot

Peter Forsell Ledamot
Torbjorn Lilja Ledamot

Ulf Blomgvist Ledamot
Andreas Sygut Ledamot

Revisorer och évriga funktioniirer
Ordinarie revisorer

Ralf Sandman

KPMG AB, Malin Lundkvist

Revisorssuppleant
Hans Kindstrand
KPMG AB

Valberedning
Vivian Sandman (sammankallande)
Bo-Lennart Nilsson

Foreningens firma tecknas forutom av styrelsen i sin helhet av styrelsens ledaméter, tva i forening.

Foreningsvald revisor
Auktoriserad revisor

stimma
2025
2025
2024
2024
2024
2024
2025
2025
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Medlemsinformation

Foreningens medlemsantal pa bokslutsdagen uppgér till 104 personer.

Baserat pa kontraktsdatum har under verksamhetsaret 5 overlatelser av bostadsritter skett.
ARET 2023

Vi har under aret haft 11 protokollférda styrelseméten i kdllarlokalen pa Knappingsborgsgatan 11 A. Utover
dessa moten har ett stort antal arbetsmoten dgt rum kring olika fragor, samtliga med hogt engagemang och
intresse.

Véra kommersiella lokaler &r fortsatt uthyrda till 100%, vilket vi sjalvklart &r mycket glada for. Busfrot har ett
stort och 6kande antal kunder vilket bidrar till att Hospitalsgatan &r en levande gata i var stadsbild.

De ytor som 2022 ombildades till ldgenheter pa Hospitalsgatan 12 B och som saldes under hosten 2022 har
under aret iordningstéllts till lagenheter av sina dgare som ocksa har flyttat in.

Forséljningen av ldgenheterna har givit féreningen ett bra tillskott av kapital och fran tilltréddet dven tillskott
genom manadsavgifterna.

Under 2023 har ombyggnation av "6vre kéllaren" under Hospitalsgatan 12 B inletts. Med ingéng fran garden
pa Knéppingsborgsgatan kommer finnas ett samlingsrum, géstrum, tvittstuga och wc. Lokalerna kommer vara
tillgdnglighetsanpassade.

Vi rdknar med att denna byggnation kommer vara klar under varen 2024.
I samband med detta ska dven véra innergardar vara iordningstillda.

Den 27 april dgde traditionsenlig varstidning/géardsfest rum dad manga glada medlemmar deltog.
Det blev ingen hosttraff under aret, mycket pa grund av pagéende arbete med savil byte av virmesystem som
byggnation av nya lokaler tagit mycket av styrelsens tid.

Dialog inom féreningen har i 6vrigt 4gt rum genom medlemsbrev och flertalet informationsmail.

Underhall och reparationer

Underhallsplanen, som stracker sig 30 &r framat i tiden, uppdateras kontinuerligt. Det dr en av styrelsens
viktigaste uppgifter att ha kontroll pd kommande underhall. Vi har en gammal och genuin fastighet att
tillsammans ta ansvar for.

Under aret har foljande underhall och reparationer utforts:

Under éret har virmesystemet moderniserats. Undercentraler for fjarrvirme med tillhdrande stamventiler har
bytts. Samtliga radiatorventiler i ldgenheterna har ocksa bytts ut. Det har efter detta férekommit ett antal
finjusteringar bade i lagenheter och pa undercentralerna. I samband med detta genomférdes en asbestsanering i
undercentralen pa Hospitalsgatan.

Underhéll av fonster har fortsatt och 16per vidare under flera ar framat.

Reparation av skador pa fasaden pa Hospitalsgatan och Kndppingsborgsgatan.

Malning av platfasaden pa innergarden.

Relining av dagvattenstammar fran 6vre garden pd Hospitalsgatan och ner i kéllaren.

Uppdatering av vart passersystem med ny hardvara/programvara och nya ldsare installerades. I samband med
uppgraderingen sa installerades ett digitalt bokningssystem for vara tvittstugor och gemensamma lokaler.
Renovering/underhéll och anpassning av lokaler till nya ldgenheter pa Hospitalsgatan 12 B har avslutats.
Renovering/underhéll och anpassning till ny samlingslokal, gistrum och tvéttstuga pagar.

OVK-besiktning har genomforts i ldgenheter och lokaler.
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Budget och avgifter 2024

I december 2023 antog styrelsen den budget som géller for 2024 och ddrmed dven avgifterna som lamnas
ofordndrade for 2024. Detta under forutséttning att foreningens kostnader inte skenar ivig.

Foreningen har god likviditet och 1ag belaning vilket medfor att foreningen ska klara negativa dverraskningar
med endast mindre justeringar av vara avgifter.

Vad héinder 2024

Innergardar
Vi har under flera ér statt ut med att var innergérd pad Knéppingsborgsgatan varit antingen uppgrivd eller plats
for stora arbetsredskap. Under aret kommer alla vara innergérdar att moderniseras och anpassas till oss boende.

Nya gemensamma ytor
Under 2024 kommer vi kunna inviga det 6vre kéllarplanet med ingéng fran gdrden Knéppingsborgsgatan.

Dir finns ett samlingsrum med fullt utrustat kok och plats for ett 20-tal sittplatser vid bord, en ny tvittstuga, ett
nytt gdstrum med tillhérande dusch och wc samt en ytterligare wc som ér tillganglighetsanpassad.

I och med att dessa ytor blir klara har 6vernattningsldgenheten Hospitalsgatan 12 A salts med tilltrdde i april
2024. Befintlig tvittstuga Knéppingsborgsgatan 9 A har lagts ut till forséljning.

Projekt Pelikanen 2025

Projekt Pelikanen 2025 som startades upp under 2016 fortgar. Projektets syfte ar att f4 en ldngre
planeringshorisont i féreningen, en oversyn av samtliga uthyrningsavtal, en genomgéng av samtliga avtal for
inkOp samt se 6ver hur vi nyttjar vara ytor pa basta satt. Allt detta ar viktigt for att finansiera vara underhall pa
lang sikt samt da vi ser stora mojligheter att i ovrigt utveckla fastigheten.

Vi ser att vi genom detta lyckats upplata nya ldgenheter till forséljning i tidigare outnyttjade lokaler vilket givit
oss tillskott av kapital. Vi har en god kontroll 6ver vara avtal och vi har en grupp som aktivt arbetar med
strategin fOr att nyttja alla utrymmen pa bésta sétt.

Under 2024 kommer vi fortsitta och slutféra detta arbete genom att anvénda en del av det tillskott vi skaffat
oss till nya lokaler for vara medlemmar. Det kvarstér att bygga om och inreda den "nedre kéllaren" till gym,
bastu och relax.
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Flerarsoversikt (Tkr)
Nettoomséttning

Resultat efter finansiella poster
Soliditet (%)

Arsavgift per kvm upplaten med
bostadsritt (kr/kvm)
Skuldséattning per kvm (kr/kvm)
Skuldsittning per kvm upplaten
med bostadsritt (kr/kvm)
Sparande per kvm (kr/kvm)
Réntekénslighet (%)
Energikostnad per kvm (kr/kvm)
Arsavgifternas andel i % av totala
rorelseintékter

2023
5681
-7729
29,1

616
1 688

2030
129
33
239

71,1

2022
4 882
-674
42,0

For definitioner av nyckeltal, se Not 1 Redovisningsprinciper.

2021
4731
-7 208
42,9

=

2020
4902
850
47,2

(=]

Med anledning av nya allménna rad (BFNAR 2023:1) om kompletterande upplysningar m.m. i
bostadsrittsforeningars arsredovisning redovisas delvis nya nyckeltal fran och med rakenskapsar 2023.

Forandringar i eget kapital

Medlems-

Belopp vid érets ingéng 27
Reservering fond yttre

underhall

lansprakande fond yttre

underhall

Balanseras i ny riakning
Upplatelse av ny
bostadsritt

Arets resultat

Belopp vid arets utging 27

insatser

15 020

57 055

72 075

Upplatelse-
avgift
0

2692 945

2692 945

Forslag till behandling av ansamlad forlust
Styrelsen foreslar att den ansamlade forlusten (kronor):

balanserad vinst
Arets fondavsittning

Arets iansprakande av underhallsfond

Arets forlust

behandlas sa att

Upplésning av upplatelseavgift
Avsittning till underhéllsfond
i ny rdkning 6verfores

Fond for yttre
underhall

6 776 527

800 000

-5519 038

2 057 489

Balanserat

resultat

2 691 059

-800 000

5519038

-673 697

6 736 400

2017362
-800 000
5519038
-7729 154
-992 754

2 692 945
-2 692 945
-992 754
-992 754

Arets

resultat

-673 697

673 697

-7729 154
-7 729 154

6 (18)

2019
5623
934
41,9

=]

Totalt

11 508 909

0

0

0

2750 000

-7 729 154
6 529 755

Foreningens resultat och stidllning i 6vrigt framgér av efterfoljande resultat- och balansriakning samt

kassaflodesanalys med noter.
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Resultatrakning

Rorelseintikter
Nettoomséttning

Ovriga rorelseintikter
Summa rorelseintikter

Rorelsekostnader

Driftkostnader

Ovriga externa kostnader

Personalkostnader

Avskrivningar av materiella och immateriella
anldggningstillgangar

Ovriga rorelsekostnader

Summa rorelsekostnader

Rorelseresultat

Finansiella poster

Ovriga rinteintéikter och liknande resultatposter
Réntekostnader och liknande resultatposter
Summa finansiella poster

Resultat efter finansiella poster

Resultat fore skatt

Arets resultat

Not

()]

2023-01-01
-2023-12-31

5680710
235994
5916 704

-12 073 627
-433 942
-157 342

-682 420
-54 021

-13 401 352
-7 484 648

13 869
-258 375
-244 506

-7 729 154

-7 729 154

-7 729 154
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2022-01-01
-2022-12-31

4 882 059
572 295
5454 354

-4 157 584
-929 027
-146 350

-682 422

0

-5 915 384
-461 030

26
-212 693
-212 667
-673 697

-673 697

-673 697
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Balansrikning

TILLGANGAR
Anlédggningstillgangar
Materiella anliiggningstillgangar

Byggnader och mark
Inventarier, verktyg och installationer

Péagéende nyanldggningar och forskott avseende

materiella anldggningstillgangar
Summa materiella anldggningstillgangar

Summa anliggningstillgangar
Omsittningstillgangar

Kortfristiga fordringar

Kundfordringar

Ovriga fordringar

Forutbetalda kostnader och upplupna intékter
Summa kortfristiga fordringar

Kassa och bank

Kassa och bank

Summa Kkassa och bank
Summa omsittningstillgingar

SUMMA TILLGANGAR

Not

11

12
13
14

15

2023-12-31

19 264 081
34780

0
19 298 862

19 298 862

1878
1226
208 741
211 845

2961 862
2961 862
3173707

22 472 569
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2022-12-31

19 983 134
52168

1275992
21 311 295

21 311 295

2769
1 680
161 077
165 526

5943 706
5943 706
6 109 232

27 420 527



Bostadsrittsforening Pelikanen 15
Org.nr 725000-3741

Balansrikning

EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital
Medlemsinsatser

Fond for yttre underhall
Summa bundet eget kapital

Fritt eget kapital
Balanserat resultat

Arets resultat

Summa fritt eget kapital
Summa eget kapital

Langfristiga skulder
Ovriga skulder till kreditinstitut
Summa langfristiga skulder

Kortfristiga skulder

Ovriga skulder till kreditinstitut
Leverantorsskulder

Skatteskulder

Ovriga skulder

Upplupna kostnader och forutbetalda intdkter
Summa Kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

Not

16
17

16
17

18
19

2023-12-31

5465020
2057 489
7522 509

6 736 400
-7 729 154

-992 754
6529 755

13 676 746
13 676 746

198 168

1 164 528
1178
25757
876 437
2266 068

22 472 569
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2022-12-31

2715020
6776 527
9 491 547

2 691 059
-673 697
2017 362
11 508 909

13874914
13 874 914

198 168
672 104
0

314 653
851 779
2036 704

27 420 527
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Kassaflodesanalys

Den lopande verksamheten
Resultat efter finansiella poster

Justeringar for poster som inte ingar i kassaflodet

Betald skatt

Kassaflode frin den lopande verksamheten fore

forindring av rorelsekapital

Kassaflode fran forindring av rorelsekapitalet

Foréndring av kundfordringar

Forandring av kortfristiga fordringar
Forandring av leverantorsskulder

Foréndring av kortfristiga skulder
Kassaflode fran den lopande verksamheten

Investeringsverksamheten

Upplatelser av lagenheter

Investeringar i materiella anldggningstillgdngar
Kassaflode fran investeringsverksamheten

Finansieringsverksamheten
Amortering 1&n
Kassaflode fran finansieringsverksamheten

Arets kassaflode
Likvida medel vid arets borjan

Likvida medel vid érets borjan
Likvida medel vid arets slut

Not 2023-01-01
-2023-12-31

-7729 154
20 2012433
1632

-5 715 089

891

-47 664
492 424
-264 238
-5533 676

2750 000
0
2750 000

-198 168

-198 168

-2 981 844

5943 706
2961 862
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2022-01-01
-2022-12-31

-673 697
786 727
3917

116 947

914
51824
-570311
464 208
61 754

0
-1275992
-1 275992

-198 168
-198 168
-1 412 406

7356112
5943 706
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Noter

Not 1 Redovisningsprinciper

Allméinna upplysningar
Arsredovisningen #r upprittad i enlighet med arsredovisningslagen och Bokféringsnimndens allménna
rad (BFNAR 2016:10) om arsredovisning i mindre foretag.

Anlédggningstillgangar
Tillampade avskrivningstider:

Anlédggningstillgangar Antal ar
Byggnader 73
Ombyggnad gard 45
Ombyggnad ldgenheter 35
Byte lassystem 10
Installation IMD 15

Mark ar ej foremal for avskrivning

Nyckeltalsdefinitioner
Nettoomséttning
Rorelsens huvudintikter, fakturerade kostnader, sidointdkter samt intdktskorrigeringar.

Resultat efter finansiella poster
Resultat efter finansiella intdkter och kostnader men fore bokslutsdispositioner och skatter.

Soliditet (%)
Justerat eget kapital (eget kapital och obeskattade reserver med avdrag for uppskjuten skatt) i procent av
balansomslutning.

Arsavgift per kvm upplaten med bostadsritt (kr/kvm)
Arsavgifterna dividerat med antalet kvadratmeter upplaten med bostadsritt.

Skuldsattning per kvm (kr/kvm)
Réntebarande skulder pé balansdagen dividerat med summan av antalet kvadratmeter upplatna med
bostadsritt och antalet kvadratmeter upplatna med hyresrétt.

Skuldséttning per kvm upplaten med bostadsrétt (kr/kvm)
Réntebdrande skulder pé balansdagen dividerat med antalet kvadratmeter upplatna med bostadsratt.

Sparande per kvm (kr/kvm)

Justerat resultat dividerat med summan av antalet kvadratmeter upplatna med bostadsrétt och antalet
kvadratmeter upplatna med hyresritt. Med justerat resultat avses érets resultat 6kat med arets
avskrivningar, arets kostnad for utrangeringar och arets kostnad for planerat underhéll. Intikter eller
kostnader som dr véisentliga och som inte 4r en del av den normala verksamheten ska dras av respektive
laggas till.
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Réntekénslighet (%)

Foreningens rantebdrande skulder dividerat med foreningens intdkter fran arsavgifter.

Energikostnad per kvm (kr/kvm)

Bostadsrittsforeningens kostnader for virme, el och vatten dividerat med summan av antalet

12 (18)

kvadratmeter for samtliga ytor, bdde ytor upplatna med bostadsritt och antalet kvadratmeter upplatna

med hyresrétt.

Arsavgifternas andel i % av totala rorelseintékter
Arsavgifterna i procent av bostadsrittsforeningens totala rorelseintikter.

Not 2 Nettoomsittning

Arsavgift

Hyresintékter, lokal

Debiterad uppvérmning, bostad och lokal
Debiterad el, bostad och lokal

Debiterad fastighetsskatt, lokal

Debiterade digitala tjdnster, bredband och TV

2023

3122 484
1229984
773 739
351 649
44 618
158 236
5680 710

2022

2813510
1 040 657
759 569
224 863
43 460

0

4 882 059

I foreningens arsavgifter ingar vatten och avfall. Aven virme, bredband, TV samt el efter faktiskt

forbrukning ingéar i foreningens arsavgifter, dessa specificeras separat.

Not 3 Ovriga rorelseintikter

Debiterade digitala tjdnster, bredband och TV
Avgift 6vernattningsldgenhet

Pantséttnings- och dverlatelseavgifter
Erséttningar

Ersdttningar och pdminnelsavgifter

Avgift andrahandsuthyrning
Forsékringsersittningar

Vidarefakturering

Elstod

2023

0

3400
10 502
61515
2136

5 694
6777
1973
143 997
235994

2022

154 656
5200
21015
6

56 053
9633
325732
0

0

572 295
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Not 4 Driftkostnader

Bredband och TV

Underhall

Reparationer

Fastighetsavgift

Forsakringspremier

Systematisk brandskyddsarbete
Hissbesiktningar

Ovriga utgifter, kdpta tjinster

Sno och halkbekdmpningar
Forbrukningsinventarier

Vatten och avlopp

El

Uppvéarmning

Avfallshantering

Aterstillning advokatkontor
Underhaéll, relining av fastighetens stammar
OVK, Obligatorisk ventilationskontroll

Not 5 Ovriga externa kostnader

Forvaltningsarvode
IT-kostnader

Revisionsarvode
Maiklararvode/Provision
Ovriga forvaltningskostnader
Forsdkringsdrenden/skador
Pantforskrivnings- och dverlatelsekostnader
Telefon

Medlems- & foreningsavgifter
Konsultarvoden
Bankkostnader

Ovriga externa kostnader

Not 6 Personalkostnader

Foreningen har inga anstéllda, endast arvoderad personal.

Styrelsearvoden
Pensionskostnader
Sociala kostnader

2023

150 540
8027 637
1023 320

219 386

143 202

27039
12 824
10 929
65 594
28259

222 906

620 939
1 120 994

102 492

0

239 639

57927
12 073 627

2023

280200
7676
31878
0
39736
16 702
10 502
8398

6 930
27129
2626
2165
433 942

2023

129 132

0
28210
157 342
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2022

149 777
161 955
799 547
217 838
127 036
13 447
12 678
56 744
29911
9406
300 137
580 517
974 249
97293
20 813
606 236
0

4 157 584

2022

273 899
4 581
47 239
121 000
54 536
354 041
21015
6 708

6 830
24 845
2674
11 659
929 027

2022

116 864
200

29 286
146 350
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Not 7 Avskrivningar

Avskrivning Byggnader
Avskrivning Standardforbéttringar
Avskrivning Installationer

Not 8 Riinteintikter

Rénteintikter fran likviditetplacering

Not 9 Byggnader och mark

Ingaende anskaffningsvirden
Arets utrangeringar
Summa anskaffningsvirde vid arets slut

Ingdende ackumulerade avskrivningar
Arets utrangeringar
Arets avskrivningar

Summa ackumulerade avskrivningar

Utgaende redovisat virde

Varav mark

Taxeringsviarden byggnader
Taxeringsviarden mark

Not 10 Inventarier, verktyg och installationer

Ingaende anskaffningsviarden
Arets utrangeringar
Summa anskaffningsvirde vid arets slut

Ackumulerade avskrivningar

Arets utrangeringar

Arets avskrivningar

Summa ackumulerade avskrivningar

Utgaende redovisat virde

2023

281 358
383 674

17 388
682 420

2023

13 869
13 869

2023-12-31

40 554 929
-2215193
38 339 736

-20 571 795
2161172
-665 032
-19 075 655

19 264 081

7162 000

75 600 000
39 235 000
114 835 000

2023-12-31

495 951
-53 092
442 859

-443 783
53092
-17 388
-408 079

34780

14 (18)

2022

281 358
383 676

17 388
682 422

2022

26
26

2022-12-31

40 554 929
0
40 554 929

-19 906 761
0

-665 034
-20 571 795

19 983 134

7 162 000

75 600 000
39235000
114 835 000

2022-12-31

495 951
0
495 951

-426 395
0

-17 388
-443 783

52 168
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Not 11 Pagiaende nyanliggningar och forskott avseende materiella anliggningstillgingar

Ingdende anskaffningsvirden

Inkop

Omklassificeringar

Utgaende ackumulerade anskaffningsvirden

Utgiende redovisat virde

Not 12 Kundfordringar

Hyresfordringar

Not 13 Ovriga fordringar

Skattekonto
Skattefordringar

Not 14 Forutbetalda kostnader och upplupna intikter

Upplupen rénteintékt
Ovriga forutbetalda kostnader & upplupna intiikter

Not 15 Kassa och bank

Handelsbanken

2023-12-31

1275992

-1275992
0

2023-12-31

1878
1878

2023-12-31
1226

0
1226

2023-12-31
13 670

195071
208 741

2023-12-31

2961 862
2 961 862

2022-12-31
0
1275992

0
1275992

1275992

2022-12-31

2769
2769

2022-12-31
1190

490
1680

2022-12-31
0

161 077
161 077

2022-12-31

5943 706
5943 706
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Not 16 Skulder som avser flera poster
Foretagets banklan om 13 874 914 kronor redovisas under fljande poster i balansrikningen.

2023-12-31 2022-12-31
Langfristiga skulder
Ovriga skulder till kreditinstitut 13 676 746 13874914
13 676 746 13 874914
Kortfristiga skulder
Ovriga skulder till kreditinstitut 198 168 198 168
198 168 198 168
Not 17 Skulder till kreditinstitut
Nedan framgar fordelning av langfristiga 14n.

Riéintesats Datum for Léanebelopp Amortering
Langivare % rinteéindring 2023-12-31 2023-12-31
Lén SHB 05-600220-200441 4,94 2024-03-01 1 788 689 40 000
Lén SHB 05-600220-012730 1,320 2024-03-01 678 789 0
Lén SHB 05-600220-012731 1,320 2024-03-01 1 109 900 40 000
Lén SHB 05-600220-025484 1,070 2024-06-01 1627 542 35768
Lan SHB 05-600220-076402 1,190 2025-06-30 555 852 40 000
Lén SHB 05-600220-116602 0,850 2025-06-01 2 833 408 0
Lan SHB 05-600220-990531 2,180 2026-10-30 1 769 660 21200
Lan SHB 05-600220-990532 2,570 2028-10-30 1 769 660 21200
Lan SHB 05-600220-153339 1,810 2027-01-30 1741414 0
13 874 914 198 168

Under nésta rikenskapsar ska foreningen amortera 198 168 kr, varfor den delen av skulden kan betraktas
som kortfristig skuld. Av den langfristiga skulden forfaller 792 672 kr till betalning mellan 2 och 5 &r
efter balansdagen. Resterande skuld, 12 884 074 kr, forfaller till betalning senare &n 5 ar efter
balansdagen.

Foreningen har 14n som forfaller till betalning under 2024. Foreningen skriver om ldnen per forfallodagen
med villkorsperiod 2 ar och styrelsen bedomer att l&nen ar av ldngsiktig karaktiar och redovisas darfor
som langfristigt per 2023-12-31.

Not 18 Ovriga skulder
2023-12-31 2022-12-31
Handpenning salda lagenheter 0 275 000
Redovisningskonto for moms 25757 39 653

25757 314 653
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Not 19 Upplupna kostnader och forutbetalda intikter

Upplupna réntekostnader

Upplupna elkostnader

Upplupna virmekostnader

Upplupna revisionarvoden

Upplupna styrelsearvoden

Upplupna sociala avgifter pa styrelsearvode
Ovriga upplupna kostnader & forutbetalda intikter
Forutbetalda hyresintékter och arsavgifter

Not 20 Justering for poster som inte ingar i kassaflodet

Avskrivningar

Forlust vid utrangering av anldggningstillgdngar
Omklassificering pagdende nyanldggningar till
underhallskostnader

Not Stillda sakerheter

Fastighetsinteckning

2023-12-31

31704
67 889
160 013
35000
50 000
15710
7116
509 005
876 437

2023-12-31

682 420
54021

1275992
2012433

2023-12-31

18 694 000
18 694 000

17 (18)

2022-12-31

28 408
80 957
144 414
35000
50 000
15710
11455
485 835
851779

2022-12-31

682 422
0

104 305
786 727

2022-12-31

18 694 000
18 694 000
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Styrelsens underskrifter

Den dag som framgar av var elektroniska underskrift

Ingela Gullstrand Magnus Pettersson
Kenneth Hérdelin Lennart Karlsson
Peter Forsell Torbjorn Lilja

Ulf Blomgvist Andreas Sygut

Var revisionsberittelse har ldmnats den dag som framgér av var elektroniska underskrift

KPMG AB

Malin Lundkvist Ralf Sandman
Auktoriserad revisor Foreningsvald revisor
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Styrelsen for Bostadsrittsforening Pelikanen 15 far harmed uppritta arsredovisning for rdkenskapsaret 2023.

Arsredovisningen #r upprittad i svenska kronor, SEK. Om inte annat sérskilt anges, redovisas alla belopp i
hela kronor (kr). Uppgifter inom parentes avser foregaende ar.

Forvaltningsberattelse

Verksamheten
Allmdént om verksamheten

Foreningen har till &ndamaél att frimja medlemmarnas ekonomiska intressen genom att i foreningens hus, mot
ersittning, till foreningens medlemmar upplata bostadsritter for permanent boende om inte annat sarskilt
avtalats, och i forekommande fall lokaler, till nyttjande utan begrénsning i tiden.

Foreningen ér ett privatbostadsbolag enligt inkomstskattelagen (1999:1229) och utgor ddrmed en édkta
bostadsréttsférening.

Foreningen har sitt site i Norrkdping.

Arets resultat uppgar till -7 729 tkr. Det negativa resultatet i 4r gar att hiinfora till utfort planerat underhill (se
sid 2). I resultatet ingar avskrivningar med 682 tkr, exkluderar man avskrivningarna blir resultatet -7 047 tkr.
Avskrivningarna ir en bokforingsméssig virdeminskning av foreningens anldggningstillgingar och posten
paverkar inte foreningens likviditet.

Exkluderar man @ven det planerade underhéllet blir resultatet 1 220 tkr.

Foreningen ér frivilligt momsregistrerad.

Fastighetsuppgifter

Foreningen dger fastigheten Pelikanen 15 i Norrkopings kommun. P4 fastigheten finns byggnader uppforda
1903-1906 samt 1938 med 74 ldgenheter. Fastighetens adress dr Kndppingsborgsgatan 9-11 samt
Hospitalsgatan 12-14 i Norrkdping. Féreningen édger sin tomt.

Fastigheterna har under éret varit fullvardeforsikrade i Trygg Hansa.
Hemforsdkring bekostas individuellt av bostadsréttsinnehavarna och bostadstilldgget ingér i foreningens

fastighetsforsékring.

Fordelning bostider och lokaler

1 rok 21 st
2 rok 19 st
3 rok 20 st
4 rok 4 st
5 rok 6 st
6 rok 4 st

Bostéider 74 st

Lokaler 4 st

Total bostadsarea: 6 834 m?

Total lokalarea: 1 388 m?

Arets taxeringvirde 114 835 000 kr

Foregéende ars taxeringsvérde 114 835 000 kr
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Teknisk status

Arets reparationer och underhall

Foreningen har under verksamhetsaret utfort reparationer for 1 023 tkr och planerat underhéll for 8 267 tkr.
Underhallskostnader specificeras i avsnittet "Arets utforda underhall".

Underhallsplan
Avsittning till underhéllsfonden har under aret skett med 800 tkr.

Underhall
Under de senaste dren (2012-2022) har underhall utforts till en kostnad av 14 750 tkr.

Beskrivning Ar Kommentar

Tidigare utfort underhéll

Hissar 2012 Kostnad 211 tkr
Porttelefon 2013 Kostnad 252 tkr
Virme 2013 Kostnad 253 tkr
Malning av trapphus 2014 Kostnad 101 tkr
Tvéttstugeutrustning 2015 Kostnad 96 tkr
Stamspolning 2015 Kostnad 106 tkr
Tak 2016 Kostnad 3 058 tkr
Hiss Knéppingsborgsgatan 11 2016 Kostnad 409 tkr
Hiss Knéppingsborgsgatan 11 A 2017 Kostnad 448 tkr
Hiss Knéppingsborgsgatan 9 A 2018 Kostnad 473 tkr
Malning & rep fonster/balkongddrrar

Knéppingsborgsgatan 2018 Kostnad 49 tkr
Malning & rep fonster/balkongddrrar

Knéppingsborgsgatan 2019 Kostnad 366 tkr
Malning & rep fonster/balkongddrrar

Knéppingsborgsgatan 2020 Kostnad 188 tkr
Byte av styrventil i undercentral

Hospitalsgatan 2020 Kostnad 60 tkr
Byte pléttak pa hisschakt

Knéppingsborgsgatan 2020 Kostnad 165 tkr
Malning & rep fonster/balkongddrrar

Knéppingsborgsgatan 2021 Kostnad 260 tkr
Underhéll & renovering afférslokal

Hospitalsgatan 12 B 2021 Kostnad 2 671 tkr
Tvéattmaskin, tvittstuga

Hospitalsgatan 12 B 2021 Kostnad 54 tkr
Drinering innergard Knéppingsborgsgatan

mot Hospitalsgatan 2021 Kostnad 1 537 tkr
Balkong Knéppingsborgsgatan 2021 Kostnad 54 tkr
Relining av fastighetens stammar 2021 Kostnad 3 171 tkr
Renovering fonsterbagar och karmar 2022 Kostnad 99 tkr
Relining fastighetens stammar, forts 2022 Kostnad 606 tkr

Ny entrédorr Hospitalsgatan 12 B 2022 Kostnad 63 tkr
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Arets utforda underhall

Renovering trapphus Hospitalsg 12 B
Malning & rep fonster/balkongdorrar
Knéppingsborgsgatan

Relining av fastighetens stammar
Byte UC samt stam och radiatorventiler
Malning platfasad

Uppdatering befintligt passersystem
Ny tvéttstuga Hospitalsg 12 B

Nya lédgenheter nr 71 och 72
Utemiljo

Ny lagenhet nr 74

Ny tvittstuga, géstlgh, foreningslokal

Styrelsesammansiittning

2023

2023
2023
2023
2023
2023
2023
2023
2023
2023
2023

Kostnad 29 tkr

Kostnad 262 tkr
Kostnad 240 tkr
Kostnad 2 164 tkr
Kostnad 166 tkr
Kostnad 82 tkr
Kostnad 755 tkr
Kostnad 1 821 tkr
Kostnad 73 tkr
Kostnad 10 tkr
Kostnad 2 665 tkr

Mandat t.o.m. ordinarie

Styrelse

Ordinarie ledamoter Uppdrag
Ingela Gullstrand Ordf6rande
Kenneth Hérdelin Vice ordforande
Magnus Pettersson Ledamot
Lennart Karlsson Ledamot

Peter Forsell Ledamot
Torbjorn Lilja Ledamot

Ulf Blomgvist Ledamot
Andreas Sygut Ledamot

Revisorer och évriga funktioniirer
Ordinarie revisorer

Ralf Sandman

KPMG AB, Malin Lundkvist

Revisorssuppleant
Hans Kindstrand
KPMG AB

Valberedning
Vivian Sandman (sammankallande)
Bo-Lennart Nilsson

Foreningens firma tecknas forutom av styrelsen i sin helhet av styrelsens ledaméter, tva i forening.

Foreningsvald revisor
Auktoriserad revisor

stimma
2025
2025
2024
2024
2024
2024
2025
2025

3(18)
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Medlemsinformation

Foreningens medlemsantal pa bokslutsdagen uppgér till 104 personer.

Baserat pa kontraktsdatum har under verksamhetsaret 5 overlatelser av bostadsritter skett.
ARET 2023

Vi har under aret haft 11 protokollférda styrelseméten i kdllarlokalen pa Knappingsborgsgatan 11 A. Utover
dessa moten har ett stort antal arbetsmoten dgt rum kring olika fragor, samtliga med hogt engagemang och
intresse.

Véra kommersiella lokaler &r fortsatt uthyrda till 100%, vilket vi sjalvklart &r mycket glada for. Busfrot har ett
stort och 6kande antal kunder vilket bidrar till att Hospitalsgatan &r en levande gata i var stadsbild.

De ytor som 2022 ombildades till ldgenheter pa Hospitalsgatan 12 B och som saldes under hosten 2022 har
under aret iordningstéllts till lagenheter av sina dgare som ocksa har flyttat in.

Forséljningen av ldgenheterna har givit féreningen ett bra tillskott av kapital och fran tilltréddet dven tillskott
genom manadsavgifterna.

Under 2023 har ombyggnation av "6vre kéllaren" under Hospitalsgatan 12 B inletts. Med ingéng fran garden
pa Knéppingsborgsgatan kommer finnas ett samlingsrum, géstrum, tvittstuga och wc. Lokalerna kommer vara
tillgdnglighetsanpassade.

Vi rdknar med att denna byggnation kommer vara klar under varen 2024.
I samband med detta ska dven véra innergardar vara iordningstillda.

Den 27 april dgde traditionsenlig varstidning/géardsfest rum dad manga glada medlemmar deltog.
Det blev ingen hosttraff under aret, mycket pa grund av pagéende arbete med savil byte av virmesystem som
byggnation av nya lokaler tagit mycket av styrelsens tid.

Dialog inom féreningen har i 6vrigt 4gt rum genom medlemsbrev och flertalet informationsmail.

Underhall och reparationer

Underhallsplanen, som stracker sig 30 &r framat i tiden, uppdateras kontinuerligt. Det dr en av styrelsens
viktigaste uppgifter att ha kontroll pd kommande underhall. Vi har en gammal och genuin fastighet att
tillsammans ta ansvar for.

Under aret har foljande underhall och reparationer utforts:

Under éret har virmesystemet moderniserats. Undercentraler for fjarrvirme med tillhdrande stamventiler har
bytts. Samtliga radiatorventiler i ldgenheterna har ocksa bytts ut. Det har efter detta férekommit ett antal
finjusteringar bade i lagenheter och pa undercentralerna. I samband med detta genomférdes en asbestsanering i
undercentralen pa Hospitalsgatan.

Underhéll av fonster har fortsatt och 16per vidare under flera ar framat.

Reparation av skador pa fasaden pa Hospitalsgatan och Kndppingsborgsgatan.

Malning av platfasaden pa innergarden.

Relining av dagvattenstammar fran 6vre garden pd Hospitalsgatan och ner i kéllaren.

Uppdatering av vart passersystem med ny hardvara/programvara och nya ldsare installerades. I samband med
uppgraderingen sa installerades ett digitalt bokningssystem for vara tvittstugor och gemensamma lokaler.
Renovering/underhéll och anpassning av lokaler till nya ldgenheter pa Hospitalsgatan 12 B har avslutats.
Renovering/underhéll och anpassning till ny samlingslokal, gistrum och tvéttstuga pagar.

OVK-besiktning har genomforts i ldgenheter och lokaler.
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Budget och avgifter 2024

I december 2023 antog styrelsen den budget som géller for 2024 och ddrmed dven avgifterna som lamnas
ofordndrade for 2024. Detta under forutséttning att foreningens kostnader inte skenar ivig.

Foreningen har god likviditet och 1ag belaning vilket medfor att foreningen ska klara negativa dverraskningar
med endast mindre justeringar av vara avgifter.

Vad héinder 2024

Innergardar
Vi har under flera ér statt ut med att var innergérd pad Knéppingsborgsgatan varit antingen uppgrivd eller plats
for stora arbetsredskap. Under aret kommer alla vara innergérdar att moderniseras och anpassas till oss boende.

Nya gemensamma ytor
Under 2024 kommer vi kunna inviga det 6vre kéllarplanet med ingéng fran gdrden Knéppingsborgsgatan.

Dir finns ett samlingsrum med fullt utrustat kok och plats for ett 20-tal sittplatser vid bord, en ny tvittstuga, ett
nytt gdstrum med tillhérande dusch och wc samt en ytterligare wc som ér tillganglighetsanpassad.

I och med att dessa ytor blir klara har 6vernattningsldgenheten Hospitalsgatan 12 A salts med tilltrdde i april
2024. Befintlig tvittstuga Knéppingsborgsgatan 9 A har lagts ut till forséljning.

Projekt Pelikanen 2025

Projekt Pelikanen 2025 som startades upp under 2016 fortgar. Projektets syfte ar att f4 en ldngre
planeringshorisont i féreningen, en oversyn av samtliga uthyrningsavtal, en genomgéng av samtliga avtal for
inkOp samt se 6ver hur vi nyttjar vara ytor pa basta satt. Allt detta ar viktigt for att finansiera vara underhall pa
lang sikt samt da vi ser stora mojligheter att i ovrigt utveckla fastigheten.

Vi ser att vi genom detta lyckats upplata nya ldgenheter till forséljning i tidigare outnyttjade lokaler vilket givit
oss tillskott av kapital. Vi har en god kontroll 6ver vara avtal och vi har en grupp som aktivt arbetar med
strategin fOr att nyttja alla utrymmen pa bésta sétt.

Under 2024 kommer vi fortsitta och slutféra detta arbete genom att anvénda en del av det tillskott vi skaffat
oss till nya lokaler for vara medlemmar. Det kvarstér att bygga om och inreda den "nedre kéllaren" till gym,
bastu och relax.
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Flerarsoversikt (Tkr)
Nettoomséttning

Resultat efter finansiella poster
Soliditet (%)

Arsavgift per kvm upplaten med
bostadsritt (kr/kvm)
Skuldséattning per kvm (kr/kvm)
Skuldsittning per kvm upplaten
med bostadsritt (kr/kvm)
Sparande per kvm (kr/kvm)
Réntekénslighet (%)
Energikostnad per kvm (kr/kvm)
Arsavgifternas andel i % av totala
rorelseintékter

2023
5681
-7729
29,1

616
1 688

2030
129
33
239

71,1

2022
4 882
-674
42,0

For definitioner av nyckeltal, se Not 1 Redovisningsprinciper.

2021
4731
-7 208
42,9

=

2020
4902
850
47,2

(=]

Med anledning av nya allménna rad (BFNAR 2023:1) om kompletterande upplysningar m.m. i
bostadsrittsforeningars arsredovisning redovisas delvis nya nyckeltal fran och med rakenskapsar 2023.

Forandringar i eget kapital

Medlems-

Belopp vid érets ingéng 27
Reservering fond yttre

underhall

lansprakande fond yttre

underhall

Balanseras i ny riakning
Upplatelse av ny
bostadsritt

Arets resultat

Belopp vid arets utging 27

insatser

15 020

57 055

72 075

Upplatelse-
avgift
0

2692 945

2692 945

Forslag till behandling av ansamlad forlust
Styrelsen foreslar att den ansamlade forlusten (kronor):

balanserad vinst
Arets fondavsittning

Arets iansprakande av underhallsfond

Arets forlust

behandlas sa att

Upplésning av upplatelseavgift
Avsittning till underhéllsfond
i ny rdkning 6verfores

Fond for yttre
underhall

6 776 527

800 000

-5519 038

2 057 489

Balanserat

resultat

2 691 059

-800 000

5519038

-673 697

6 736 400

2017362
-800 000
5519038
-7729 154
-992 754

2 692 945
-2 692 945
-992 754
-992 754

Arets

resultat

-673 697

673 697

-7729 154
-7 729 154

6 (18)

2019
5623
934
41,9

=]

Totalt

11 508 909

0

0

0

2750 000

-7 729 154
6 529 755

Foreningens resultat och stidllning i 6vrigt framgér av efterfoljande resultat- och balansriakning samt

kassaflodesanalys med noter.
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Resultatrakning

Rorelseintikter
Nettoomséttning

Ovriga rorelseintikter
Summa rorelseintikter

Rorelsekostnader

Driftkostnader

Ovriga externa kostnader

Personalkostnader

Avskrivningar av materiella och immateriella
anldggningstillgangar

Ovriga rorelsekostnader

Summa rorelsekostnader

Rorelseresultat

Finansiella poster

Ovriga rinteintéikter och liknande resultatposter
Réntekostnader och liknande resultatposter
Summa finansiella poster

Resultat efter finansiella poster

Resultat fore skatt

Arets resultat

Not

()]

2023-01-01
-2023-12-31

5680710
235994
5916 704

-12 073 627
-433 942
-157 342

-682 420
-54 021

-13 401 352
-7 484 648

13 869
-258 375
-244 506

-7 729 154

-7 729 154

-7 729 154

7(18)

2022-01-01
-2022-12-31

4 882 059
572 295
5454 354

-4 157 584
-929 027
-146 350

-682 422

0

-5 915 384
-461 030

26
-212 693
-212 667
-673 697

-673 697

-673 697
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Balansrikning

TILLGANGAR
Anlédggningstillgangar
Materiella anliiggningstillgangar

Byggnader och mark
Inventarier, verktyg och installationer

Péagéende nyanldggningar och forskott avseende

materiella anldggningstillgangar
Summa materiella anldggningstillgangar

Summa anliggningstillgangar
Omsittningstillgangar

Kortfristiga fordringar

Kundfordringar

Ovriga fordringar

Forutbetalda kostnader och upplupna intékter
Summa kortfristiga fordringar

Kassa och bank

Kassa och bank

Summa Kkassa och bank
Summa omsittningstillgingar

SUMMA TILLGANGAR

Not

11

12
13
14

15

2023-12-31

19 264 081
34780

0
19 298 862

19 298 862

1878
1226
208 741
211 845

2961 862
2961 862
3173707

22 472 569

8 (18)

2022-12-31

19 983 134
52168

1275992
21 311 295

21 311 295

2769
1 680
161 077
165 526

5943 706
5943 706
6 109 232

27 420 527
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Balansrikning

EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital
Medlemsinsatser

Fond for yttre underhall
Summa bundet eget kapital

Fritt eget kapital
Balanserat resultat

Arets resultat

Summa fritt eget kapital
Summa eget kapital

Langfristiga skulder
Ovriga skulder till kreditinstitut
Summa langfristiga skulder

Kortfristiga skulder

Ovriga skulder till kreditinstitut
Leverantorsskulder

Skatteskulder

Ovriga skulder

Upplupna kostnader och forutbetalda intdkter
Summa Kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

Not

16
17

16
17

18
19

2023-12-31

5465020
2057 489
7522 509

6 736 400
-7 729 154

-992 754
6529 755

13 676 746
13 676 746

198 168

1 164 528
1178
25757
876 437
2266 068

22 472 569

9(18)

2022-12-31

2715020
6776 527
9 491 547

2 691 059
-673 697
2017 362
11 508 909

13874914
13 874 914

198 168
672 104
0

314 653
851 779
2036 704

27 420 527
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Kassaflodesanalys

Den lopande verksamheten
Resultat efter finansiella poster

Justeringar for poster som inte ingar i kassaflodet

Betald skatt

Kassaflode frin den lopande verksamheten fore

forindring av rorelsekapital

Kassaflode fran forindring av rorelsekapitalet

Foréndring av kundfordringar

Forandring av kortfristiga fordringar
Forandring av leverantorsskulder

Foréndring av kortfristiga skulder
Kassaflode fran den lopande verksamheten

Investeringsverksamheten

Upplatelser av lagenheter

Investeringar i materiella anldggningstillgdngar
Kassaflode fran investeringsverksamheten

Finansieringsverksamheten
Amortering 1&n
Kassaflode fran finansieringsverksamheten

Arets kassaflode
Likvida medel vid arets borjan

Likvida medel vid érets borjan
Likvida medel vid arets slut

Not 2023-01-01
-2023-12-31

-7729 154
20 2012433
1632

-5 715 089

891

-47 664
492 424
-264 238
-5533 676

2750 000
0
2750 000

-198 168

-198 168

-2 981 844

5943 706
2961 862

10 (18)

2022-01-01
-2022-12-31

-673 697
786 727
3917

116 947

914
51824
-570311
464 208
61 754

0
-1275992
-1 275992

-198 168
-198 168
-1 412 406

7356112
5943 706
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Noter

Not 1 Redovisningsprinciper

Allméinna upplysningar
Arsredovisningen #r upprittad i enlighet med arsredovisningslagen och Bokféringsnimndens allménna
rad (BFNAR 2016:10) om arsredovisning i mindre foretag.

Anlédggningstillgangar
Tillampade avskrivningstider:

Anlédggningstillgangar Antal ar
Byggnader 73
Ombyggnad gard 45
Ombyggnad ldgenheter 35
Byte lassystem 10
Installation IMD 15

Mark ar ej foremal for avskrivning

Nyckeltalsdefinitioner
Nettoomséttning
Rorelsens huvudintikter, fakturerade kostnader, sidointdkter samt intdktskorrigeringar.

Resultat efter finansiella poster
Resultat efter finansiella intdkter och kostnader men fore bokslutsdispositioner och skatter.

Soliditet (%)
Justerat eget kapital (eget kapital och obeskattade reserver med avdrag for uppskjuten skatt) i procent av
balansomslutning.

Arsavgift per kvm upplaten med bostadsritt (kr/kvm)
Arsavgifterna dividerat med antalet kvadratmeter upplaten med bostadsritt.

Skuldsattning per kvm (kr/kvm)
Réntebarande skulder pé balansdagen dividerat med summan av antalet kvadratmeter upplatna med
bostadsritt och antalet kvadratmeter upplatna med hyresrétt.

Skuldséttning per kvm upplaten med bostadsrétt (kr/kvm)
Réntebdrande skulder pé balansdagen dividerat med antalet kvadratmeter upplatna med bostadsratt.

Sparande per kvm (kr/kvm)

Justerat resultat dividerat med summan av antalet kvadratmeter upplatna med bostadsrétt och antalet
kvadratmeter upplatna med hyresritt. Med justerat resultat avses érets resultat 6kat med arets
avskrivningar, arets kostnad for utrangeringar och arets kostnad for planerat underhéll. Intikter eller
kostnader som dr véisentliga och som inte 4r en del av den normala verksamheten ska dras av respektive
laggas till.





Bostadsrittsforening Pelikanen 15
Org.nr 725000-3741

Réntekénslighet (%)

Foreningens rantebdrande skulder dividerat med foreningens intdkter fran arsavgifter.

Energikostnad per kvm (kr/kvm)

Bostadsrittsforeningens kostnader for virme, el och vatten dividerat med summan av antalet

12 (18)

kvadratmeter for samtliga ytor, bdde ytor upplatna med bostadsritt och antalet kvadratmeter upplatna

med hyresrétt.

Arsavgifternas andel i % av totala rorelseintékter
Arsavgifterna i procent av bostadsrittsforeningens totala rorelseintikter.

Not 2 Nettoomsittning

Arsavgift

Hyresintékter, lokal

Debiterad uppvérmning, bostad och lokal
Debiterad el, bostad och lokal

Debiterad fastighetsskatt, lokal

Debiterade digitala tjdnster, bredband och TV

2023

3122 484
1229984
773 739
351 649
44 618
158 236
5680 710

2022

2813510
1 040 657
759 569
224 863
43 460

0

4 882 059

I foreningens arsavgifter ingar vatten och avfall. Aven virme, bredband, TV samt el efter faktiskt

forbrukning ingéar i foreningens arsavgifter, dessa specificeras separat.

Not 3 Ovriga rorelseintikter

Debiterade digitala tjdnster, bredband och TV
Avgift 6vernattningsldgenhet

Pantséttnings- och dverlatelseavgifter
Erséttningar

Ersdttningar och pdminnelsavgifter

Avgift andrahandsuthyrning
Forsékringsersittningar

Vidarefakturering

Elstod

2023

0

3400
10 502
61515
2136

5 694
6777
1973
143 997
235994

2022

154 656
5200
21015
6

56 053
9633
325732
0

0

572 295
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Not 4 Driftkostnader

Bredband och TV

Underhall

Reparationer

Fastighetsavgift

Forsakringspremier

Systematisk brandskyddsarbete
Hissbesiktningar

Ovriga utgifter, kdpta tjinster

Sno och halkbekdmpningar
Forbrukningsinventarier

Vatten och avlopp

El

Uppvéarmning

Avfallshantering

Aterstillning advokatkontor
Underhaéll, relining av fastighetens stammar
OVK, Obligatorisk ventilationskontroll

Not 5 Ovriga externa kostnader

Forvaltningsarvode
IT-kostnader

Revisionsarvode
Maiklararvode/Provision
Ovriga forvaltningskostnader
Forsdkringsdrenden/skador
Pantforskrivnings- och dverlatelsekostnader
Telefon

Medlems- & foreningsavgifter
Konsultarvoden
Bankkostnader

Ovriga externa kostnader

Not 6 Personalkostnader

Foreningen har inga anstéllda, endast arvoderad personal.

Styrelsearvoden
Pensionskostnader
Sociala kostnader

2023

150 540
8027 637
1023 320

219 386

143 202

27039
12 824
10 929
65 594
28259

222 906

620 939
1 120 994

102 492

0

239 639

57927
12 073 627

2023

280200
7676
31878
0
39736
16 702
10 502
8398

6 930
27129
2626
2165
433 942

2023

129 132

0
28210
157 342

13 (18)

2022

149 777
161 955
799 547
217 838
127 036
13 447
12 678
56 744
29911
9406
300 137
580 517
974 249
97293
20 813
606 236
0

4 157 584

2022

273 899
4 581
47 239
121 000
54 536
354 041
21015
6 708

6 830
24 845
2674
11 659
929 027

2022

116 864
200

29 286
146 350





Bostadsrittsforening Pelikanen 15
Org.nr 725000-3741

Not 7 Avskrivningar

Avskrivning Byggnader
Avskrivning Standardforbéttringar
Avskrivning Installationer

Not 8 Riinteintikter

Rénteintikter fran likviditetplacering

Not 9 Byggnader och mark

Ingaende anskaffningsvirden
Arets utrangeringar
Summa anskaffningsvirde vid arets slut

Ingdende ackumulerade avskrivningar
Arets utrangeringar
Arets avskrivningar

Summa ackumulerade avskrivningar

Utgaende redovisat virde

Varav mark

Taxeringsviarden byggnader
Taxeringsviarden mark

Not 10 Inventarier, verktyg och installationer

Ingaende anskaffningsviarden
Arets utrangeringar
Summa anskaffningsvirde vid arets slut

Ackumulerade avskrivningar

Arets utrangeringar

Arets avskrivningar

Summa ackumulerade avskrivningar

Utgaende redovisat virde

2023

281 358
383 674

17 388
682 420

2023

13 869
13 869

2023-12-31

40 554 929
-2215193
38 339 736

-20 571 795
2161172
-665 032
-19 075 655

19 264 081

7162 000

75 600 000
39 235 000
114 835 000

2023-12-31

495 951
-53 092
442 859

-443 783
53092
-17 388
-408 079

34780

14 (18)

2022

281 358
383 676

17 388
682 422

2022

26
26

2022-12-31

40 554 929
0
40 554 929

-19 906 761
0

-665 034
-20 571 795

19 983 134

7 162 000

75 600 000
39235000
114 835 000

2022-12-31

495 951
0
495 951

-426 395
0

-17 388
-443 783

52 168
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Not 11 Pagiaende nyanliggningar och forskott avseende materiella anliggningstillgingar

Ingdende anskaffningsvirden

Inkop

Omklassificeringar

Utgaende ackumulerade anskaffningsvirden

Utgiende redovisat virde

Not 12 Kundfordringar

Hyresfordringar

Not 13 Ovriga fordringar

Skattekonto
Skattefordringar

Not 14 Forutbetalda kostnader och upplupna intikter

Upplupen rénteintékt
Ovriga forutbetalda kostnader & upplupna intiikter

Not 15 Kassa och bank

Handelsbanken

2023-12-31

1275992

-1275992
0

2023-12-31

1878
1878

2023-12-31
1226

0
1226

2023-12-31
13 670

195071
208 741

2023-12-31

2961 862
2 961 862

2022-12-31
0
1275992

0
1275992

1275992

2022-12-31

2769
2769

2022-12-31
1190

490
1680

2022-12-31
0

161 077
161 077

2022-12-31

5943 706
5943 706
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Not 16 Skulder som avser flera poster
Foretagets banklan om 13 874 914 kronor redovisas under fljande poster i balansrikningen.

2023-12-31 2022-12-31
Langfristiga skulder
Ovriga skulder till kreditinstitut 13 676 746 13874914
13 676 746 13 874914
Kortfristiga skulder
Ovriga skulder till kreditinstitut 198 168 198 168
198 168 198 168
Not 17 Skulder till kreditinstitut
Nedan framgar fordelning av langfristiga 14n.

Riéintesats Datum for Léanebelopp Amortering
Langivare % rinteéindring 2023-12-31 2023-12-31
Lén SHB 05-600220-200441 4,94 2024-03-01 1 788 689 40 000
Lén SHB 05-600220-012730 1,320 2024-03-01 678 789 0
Lén SHB 05-600220-012731 1,320 2024-03-01 1 109 900 40 000
Lén SHB 05-600220-025484 1,070 2024-06-01 1627 542 35768
Lan SHB 05-600220-076402 1,190 2025-06-30 555 852 40 000
Lén SHB 05-600220-116602 0,850 2025-06-01 2 833 408 0
Lan SHB 05-600220-990531 2,180 2026-10-30 1 769 660 21200
Lan SHB 05-600220-990532 2,570 2028-10-30 1 769 660 21200
Lan SHB 05-600220-153339 1,810 2027-01-30 1741414 0
13 874 914 198 168

Under nésta rikenskapsar ska foreningen amortera 198 168 kr, varfor den delen av skulden kan betraktas
som kortfristig skuld. Av den langfristiga skulden forfaller 792 672 kr till betalning mellan 2 och 5 &r
efter balansdagen. Resterande skuld, 12 884 074 kr, forfaller till betalning senare &n 5 ar efter
balansdagen.

Foreningen har 14n som forfaller till betalning under 2024. Foreningen skriver om ldnen per forfallodagen
med villkorsperiod 2 ar och styrelsen bedomer att l&nen ar av ldngsiktig karaktiar och redovisas darfor
som langfristigt per 2023-12-31.

Not 18 Ovriga skulder
2023-12-31 2022-12-31
Handpenning salda lagenheter 0 275 000
Redovisningskonto for moms 25757 39 653

25757 314 653
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Not 19 Upplupna kostnader och forutbetalda intikter

Upplupna réntekostnader

Upplupna elkostnader

Upplupna virmekostnader

Upplupna revisionarvoden

Upplupna styrelsearvoden

Upplupna sociala avgifter pa styrelsearvode
Ovriga upplupna kostnader & forutbetalda intikter
Forutbetalda hyresintékter och arsavgifter

Not 20 Justering for poster som inte ingar i kassaflodet

Avskrivningar

Forlust vid utrangering av anldggningstillgdngar
Omklassificering pagdende nyanldggningar till
underhallskostnader

Not Stillda sakerheter

Fastighetsinteckning

2023-12-31

31704
67 889
160 013
35000
50 000
15710
7116
509 005
876 437

2023-12-31

682 420
54021

1275992
2012433

2023-12-31

18 694 000
18 694 000

17 (18)

2022-12-31

28 408
80 957
144 414
35000
50 000
15710
11455
485 835
851779

2022-12-31

682 422
0

104 305
786 727

2022-12-31

18 694 000
18 694 000
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Styrelsens underskrifter

Den dag som framgar av var elektroniska underskrift

Ingela Gullstrand Magnus Pettersson
Kenneth Hérdelin Lennart Karlsson
Peter Forsell Torbjorn Lilja

Ulf Blomgvist Andreas Sygut

Var revisionsberittelse har ldmnats den dag som framgér av var elektroniska underskrift

KPMG AB

Malin Lundkvist Ralf Sandman
Auktoriserad revisor Foreningsvald revisor
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    "email" : "andreas@acorona.se"
  }, {
    "personName" : "Ralf Sandman",
    "personSurname" : "Sandman",
    "personGivenName" : "Ralf",
    "email" : "ralf.sandman@gmail.com"
  }, {
    "personName" : "Malin Lundkvist",
    "orgName" : "KPMG AB",
    "personSurname" : "Lundkvist",
    "orgNr" : "556043-4465",
    "personGivenName" : "Malin",
    "email" : "malin.lundkvist@kpmg.se"
  } ],
  "time" : "2024-03-25T18:19:10.000+0100",
  "type" : "company_web",
  "user" : {
    "personName" : "Helga Gjesdahl",
    "orgName" : "Estate Concierge AB",
    "ipAddress" : "212.247.194.234",
    "orgNr" : "5568493596",
    "email" : "helga.gjesdahl@estatecon.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "cb807c40-eacb-11ee-aec4-676de4882513"
}, {
  "id" : "d3629ce0-eacb-11ee-aec4-676de4882513",
  "time" : "2024-03-25T18:19:24.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "helga.gjesdahl@estatecon.se"
  }, {
    "email" : "ingela@kompasshus.se"
  }, {
    "email" : "magnus.pettersson@fhp-ww.com"
  }, {
    "email" : "pelikanen@mockero.se"
  }, {
    "email" : "mail@lennartk.net"
  }, {
    "email" : "peter.forsell@crevisa.se"
  }, {
    "email" : "torbjorn.lilja@ahlin-ekeroth.se"
  }, {
    "email" : "uffebq@hotmail.com"
  }, {
    "email" : "andreas@acorona.se"
  } ]
}, {
  "id" : "897df540-eace-11ee-a6e3-3141d05c848e",
  "time" : "2024-03-25T18:38:48.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.180.139"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Kenneth Härdelin",
    "personSurname" : "Härdelin",
    "personGivenName" : "Kenneth",
    "email" : "pelikanen@mockero.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Kenneth Härdelin",
    "personSurname" : "Härdelin",
    "personGivenName" : "Kenneth",
    "email" : "pelikanen@mockero.se"
  },
  "signingMetadata" : {
    "personNr" : "196504300150",
    "personSurname" : "Härdelin",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIEJyZiBQZWxpa2FuZW4gMTUiIApJRDogYWY2NzlhODAtZWFjYS0xMWVlLTg5ZmQtYmYwYzNjNzNiZGU0CkRhdHVtOiAyMDI0LTAzLTI1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "79f73cc0-eacf-11ee-a6e3-3141d05c848e",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzI1MDAwLTM3NDEgQm9zdGFkc3LDpHR0c2bDtnJlbmluZyBQZWxpa2FuZW4gMTUgZsO2ciAyMDIzMDEwMS0yMDIzMTIzMS5wZGYiCjRlOTggZjFkNCBjZjFkIDhlMTQgZmI5MiA4Y2ZhIDc4Y2EgZWE3YSA0YWVhIDFkNDggNWRjOCA3NGU4IGJmYjAgOGFjMSAzMDFjIDQxZjAKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Kenneth",
    "startDate" : "2024-03-25T17:45:32.374+0000",
    "transactionId" : "5d1bb7b6db1442cf082f14b8dbbd3179"
  },
  "time" : "2024-03-25T18:46:04.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.180.139"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "8d766320-eacf-11ee-a6e3-3141d05c848e"
}, {
  "id" : "8dfc0de0-eacf-11ee-a6e3-3141d05c848e",
  "time" : "2024-03-25T18:46:05.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "helga.gjesdahl@estatecon.se"
  }, {
    "email" : "ingela@kompasshus.se"
  }, {
    "email" : "magnus.pettersson@fhp-ww.com"
  }, {
    "email" : "mail@lennartk.net"
  }, {
    "email" : "peter.forsell@crevisa.se"
  }, {
    "email" : "torbjorn.lilja@ahlin-ekeroth.se"
  }, {
    "email" : "uffebq@hotmail.com"
  }, {
    "email" : "andreas@acorona.se"
  } ]
}, {
  "id" : "f9d39990-ead2-11ee-b140-f59adb59ff63",
  "time" : "2024-03-25T19:10:35.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.176.174"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ingela Gullstrand",
    "personSurname" : "Gullstrand",
    "personGivenName" : "Ingela",
    "email" : "ingela@kompasshus.se"
  }
}, {
  "id" : "6515a360-ead3-11ee-a6e3-3141d05c848e",
  "time" : "2024-03-25T19:13:34.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "155.4.221.151"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Peter Forsell",
    "personSurname" : "Forsell",
    "personGivenName" : "Peter",
    "email" : "peter.forsell@crevisa.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Peter Forsell",
    "personSurname" : "Forsell",
    "personGivenName" : "Peter",
    "email" : "peter.forsell@crevisa.se"
  },
  "signingMetadata" : {
    "personNr" : "196109132099",
    "personSurname" : "Forsell",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIEJyZiBQZWxpa2FuZW4gMTUiIApJRDogYWY2NzlhODAtZWFjYS0xMWVlLTg5ZmQtYmYwYzNjNzNiZGU0CkRhdHVtOiAyMDI0LTAzLTI1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "7054f8c0-ead3-11ee-9953-21c17022e3fd",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzI1MDAwLTM3NDEgQm9zdGFkc3LDpHR0c2bDtnJlbmluZyBQZWxpa2FuZW4gMTUgZsO2ciAyMDIzMDEwMS0yMDIzMTIzMS5wZGYiCjRlOTggZjFkNCBjZjFkIDhlMTQgZmI5MiA4Y2ZhIDc4Y2EgZWE3YSA0YWVhIDFkNDggNWRjOCA3NGU4IGJmYjAgOGFjMSAzMDFjIDQxZjAKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Karl Göran Peter",
    "startDate" : "2024-03-25T18:13:54.101+0000",
    "transactionId" : "1df4ea151735a773a948bf7904302cf0"
  },
  "time" : "2024-03-25T19:14:18.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "155.4.221.151"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "7f48caa0-ead3-11ee-b140-f59adb59ff63"
}, {
  "id" : "7fbd3750-ead3-11ee-b140-f59adb59ff63",
  "time" : "2024-03-25T19:14:19.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "helga.gjesdahl@estatecon.se"
  }, {
    "email" : "ingela@kompasshus.se"
  }, {
    "email" : "magnus.pettersson@fhp-ww.com"
  }, {
    "email" : "pelikanen@mockero.se"
  }, {
    "email" : "mail@lennartk.net"
  }, {
    "email" : "torbjorn.lilja@ahlin-ekeroth.se"
  }, {
    "email" : "uffebq@hotmail.com"
  }, {
    "email" : "andreas@acorona.se"
  } ]
}, {
  "id" : "a5532f90-ead5-11ee-9953-21c17022e3fd",
  "time" : "2024-03-25T19:29:41.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.176.174"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ingela Gullstrand",
    "personSurname" : "Gullstrand",
    "personGivenName" : "Ingela",
    "email" : "ingela@kompasshus.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Ingela Gullstrand",
    "personSurname" : "Gullstrand",
    "personGivenName" : "Ingela",
    "email" : "ingela@kompasshus.se"
  },
  "signingMetadata" : {
    "personNr" : "195210250162",
    "personSurname" : "GULLSTRAND",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIEJyZiBQZWxpa2FuZW4gMTUiIApJRDogYWY2NzlhODAtZWFjYS0xMWVlLTg5ZmQtYmYwYzNjNzNiZGU0CkRhdHVtOiAyMDI0LTAzLTI1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "a76fce00-ead5-11ee-92ba-0b1f8493f405",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzI1MDAwLTM3NDEgQm9zdGFkc3LDpHR0c2bDtnJlbmluZyBQZWxpa2FuZW4gMTUgZsO2ciAyMDIzMDEwMS0yMDIzMTIzMS5wZGYiCjRlOTggZjFkNCBjZjFkIDhlMTQgZmI5MiA4Y2ZhIDc4Y2EgZWE3YSA0YWVhIDFkNDggNWRjOCA3NGU4IGJmYjAgOGFjMSAzMDFjIDQxZjAKLS0tLS0tLS0tLQ==",
    "personGivenName" : "INGELA",
    "startDate" : "2024-03-25T18:29:45.552+0000",
    "transactionId" : "5239e6be180b5c9c066cbdf52a05a983"
  },
  "time" : "2024-03-25T19:30:03.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.176.174"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "b2305670-ead5-11ee-a6e3-3141d05c848e"
}, {
  "id" : "b2ee2830-ead5-11ee-a6e3-3141d05c848e",
  "time" : "2024-03-25T19:30:04.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "helga.gjesdahl@estatecon.se"
  }, {
    "email" : "magnus.pettersson@fhp-ww.com"
  }, {
    "email" : "pelikanen@mockero.se"
  }, {
    "email" : "mail@lennartk.net"
  }, {
    "email" : "peter.forsell@crevisa.se"
  }, {
    "email" : "torbjorn.lilja@ahlin-ekeroth.se"
  }, {
    "email" : "uffebq@hotmail.com"
  }, {
    "email" : "andreas@acorona.se"
  } ]
}, {
  "id" : "e89f9ab0-eadd-11ee-92ba-0b1f8493f405",
  "time" : "2024-03-25T20:28:50.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.180.205"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Andreas Sygut",
    "personSurname" : "Sygut",
    "personGivenName" : "Andreas",
    "email" : "andreas@acorona.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Andreas Sygut",
    "personSurname" : "Sygut",
    "personGivenName" : "Andreas",
    "email" : "andreas@acorona.se"
  },
  "signingMetadata" : {
    "personNr" : "195410122278",
    "personSurname" : "SYGUT",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIEJyZiBQZWxpa2FuZW4gMTUiIApJRDogYWY2NzlhODAtZWFjYS0xMWVlLTg5ZmQtYmYwYzNjNzNiZGU0CkRhdHVtOiAyMDI0LTAzLTI1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "f038f280-eadd-11ee-b140-f59adb59ff63",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzI1MDAwLTM3NDEgQm9zdGFkc3LDpHR0c2bDtnJlbmluZyBQZWxpa2FuZW4gMTUgZsO2ciAyMDIzMDEwMS0yMDIzMTIzMS5wZGYiCjRlOTggZjFkNCBjZjFkIDhlMTQgZmI5MiA4Y2ZhIDc4Y2EgZWE3YSA0YWVhIDFkNDggNWRjOCA3NGU4IGJmYjAgOGFjMSAzMDFjIDQxZjAKLS0tLS0tLS0tLQ==",
    "personGivenName" : "ANDREAS ANDRZEJ",
    "startDate" : "2024-03-25T19:29:03.655+0000",
    "transactionId" : "ec1964635801622ea58c694d0e9f7459"
  },
  "time" : "2024-03-25T20:29:21.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.180.205"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "faca2d90-eadd-11ee-92ba-0b1f8493f405"
}, {
  "id" : "fb3858b0-eadd-11ee-92ba-0b1f8493f405",
  "time" : "2024-03-25T20:29:21.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "helga.gjesdahl@estatecon.se"
  }, {
    "email" : "ingela@kompasshus.se"
  }, {
    "email" : "magnus.pettersson@fhp-ww.com"
  }, {
    "email" : "pelikanen@mockero.se"
  }, {
    "email" : "mail@lennartk.net"
  }, {
    "email" : "peter.forsell@crevisa.se"
  }, {
    "email" : "torbjorn.lilja@ahlin-ekeroth.se"
  }, {
    "email" : "uffebq@hotmail.com"
  } ]
}, {
  "id" : "cea4d2d0-eb30-11ee-a6e3-3141d05c848e",
  "time" : "2024-03-26T06:22:15.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.180.202"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ulf Blomqvist",
    "personSurname" : "Blomqvist",
    "personGivenName" : "Ulf",
    "email" : "uffebq@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Ulf Blomqvist",
    "personSurname" : "Blomqvist",
    "personGivenName" : "Ulf",
    "email" : "uffebq@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196208156619",
    "personSurname" : "BLOMQVIST",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIEJyZiBQZWxpa2FuZW4gMTUiIApJRDogYWY2NzlhODAtZWFjYS0xMWVlLTg5ZmQtYmYwYzNjNzNiZGU0CkRhdHVtOiAyMDI0LTAzLTI1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "92db3b30-eb31-11ee-9953-21c17022e3fd",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzI1MDAwLTM3NDEgQm9zdGFkc3LDpHR0c2bDtnJlbmluZyBQZWxpa2FuZW4gMTUgZsO2ciAyMDIzMDEwMS0yMDIzMTIzMS5wZGYiCjRlOTggZjFkNCBjZjFkIDhlMTQgZmI5MiA4Y2ZhIDc4Y2EgZWE3YSA0YWVhIDFkNDggNWRjOCA3NGU4IGJmYjAgOGFjMSAzMDFjIDQxZjAKLS0tLS0tLS0tLQ==",
    "personGivenName" : "ULF",
    "startDate" : "2024-03-26T05:27:44.828+0000",
    "transactionId" : "ee2dda838e5b229dfefce0eb2453433f"
  },
  "time" : "2024-03-26T06:28:50.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.180.202"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "ba2229b0-eb31-11ee-9953-21c17022e3fd"
}, {
  "id" : "bac74350-eb31-11ee-9953-21c17022e3fd",
  "time" : "2024-03-26T06:28:51.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "helga.gjesdahl@estatecon.se"
  }, {
    "email" : "ingela@kompasshus.se"
  }, {
    "email" : "magnus.pettersson@fhp-ww.com"
  }, {
    "email" : "pelikanen@mockero.se"
  }, {
    "email" : "mail@lennartk.net"
  }, {
    "email" : "peter.forsell@crevisa.se"
  }, {
    "email" : "torbjorn.lilja@ahlin-ekeroth.se"
  }, {
    "email" : "andreas@acorona.se"
  } ]
}, {
  "id" : "5f6793a0-eb3d-11ee-a6e3-3141d05c848e",
  "time" : "2024-03-26T07:52:12.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "194.16.29.106"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Torbjörn Lilja",
    "personSurname" : "Lilja",
    "personGivenName" : "Torbjörn",
    "email" : "torbjorn.lilja@ahlin-ekeroth.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Torbjörn Lilja",
    "personSurname" : "Lilja",
    "personGivenName" : "Torbjörn",
    "email" : "torbjorn.lilja@ahlin-ekeroth.se"
  },
  "signingMetadata" : {
    "personNr" : "196704042453",
    "personSurname" : "Lilja",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIEJyZiBQZWxpa2FuZW4gMTUiIApJRDogYWY2NzlhODAtZWFjYS0xMWVlLTg5ZmQtYmYwYzNjNzNiZGU0CkRhdHVtOiAyMDI0LTAzLTI1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "647ab5c0-eb3d-11ee-89fd-bf0c3c73bde4",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzI1MDAwLTM3NDEgQm9zdGFkc3LDpHR0c2bDtnJlbmluZyBQZWxpa2FuZW4gMTUgZsO2ciAyMDIzMDEwMS0yMDIzMTIzMS5wZGYiCjRlOTggZjFkNCBjZjFkIDhlMTQgZmI5MiA4Y2ZhIDc4Y2EgZWE3YSA0YWVhIDFkNDggNWRjOCA3NGU4IGJmYjAgOGFjMSAzMDFjIDQxZjAKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Hans Torbjörn Harald",
    "startDate" : "2024-03-26T06:52:20.870+0000",
    "transactionId" : "b143571d458ba6e90219c5adbe4fdc21"
  },
  "time" : "2024-03-26T07:52:53.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "194.16.29.106"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "7848bf70-eb3d-11ee-89fd-bf0c3c73bde4"
}, {
  "id" : "78ee2730-eb3d-11ee-89fd-bf0c3c73bde4",
  "time" : "2024-03-26T07:52:54.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "helga.gjesdahl@estatecon.se"
  }, {
    "email" : "ingela@kompasshus.se"
  }, {
    "email" : "magnus.pettersson@fhp-ww.com"
  }, {
    "email" : "pelikanen@mockero.se"
  }, {
    "email" : "mail@lennartk.net"
  }, {
    "email" : "peter.forsell@crevisa.se"
  }, {
    "email" : "uffebq@hotmail.com"
  }, {
    "email" : "andreas@acorona.se"
  } ]
}, {
  "id" : "59889930-eb41-11ee-aec4-676de4882513",
  "time" : "2024-03-26T08:20:40.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.143.205.43, 147.161.188.181"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Magnus Pettersson",
    "personSurname" : "Pettersson",
    "personGivenName" : "Magnus",
    "email" : "magnus.pettersson@fhp-ww.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Magnus Pettersson",
    "personSurname" : "Pettersson",
    "personGivenName" : "Magnus",
    "email" : "magnus.pettersson@fhp-ww.com"
  },
  "signingMetadata" : {
    "personNr" : "197404231917",
    "personSurname" : "Pettersson",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIEJyZiBQZWxpa2FuZW4gMTUiIApJRDogYWY2NzlhODAtZWFjYS0xMWVlLTg5ZmQtYmYwYzNjNzNiZGU0CkRhdHVtOiAyMDI0LTAzLTI1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "5c4177a0-eb41-11ee-92ba-0b1f8493f405",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzI1MDAwLTM3NDEgQm9zdGFkc3LDpHR0c2bDtnJlbmluZyBQZWxpa2FuZW4gMTUgZsO2ciAyMDIzMDEwMS0yMDIzMTIzMS5wZGYiCjRlOTggZjFkNCBjZjFkIDhlMTQgZmI5MiA4Y2ZhIDc4Y2EgZWE3YSA0YWVhIDFkNDggNWRjOCA3NGU4IGJmYjAgOGFjMSAzMDFjIDQxZjAKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Magnus Christian",
    "startDate" : "2024-03-26T07:20:45.046+0000",
    "transactionId" : "ff8f465a9df72e2dc1e43d678218f9b3"
  },
  "time" : "2024-03-26T08:21:06.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.143.205.43, 147.161.188.181"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "697522f0-eb41-11ee-b140-f59adb59ff63"
}, {
  "id" : "6a270dd0-eb41-11ee-b140-f59adb59ff63",
  "time" : "2024-03-26T08:21:08.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "helga.gjesdahl@estatecon.se"
  }, {
    "email" : "ingela@kompasshus.se"
  }, {
    "email" : "pelikanen@mockero.se"
  }, {
    "email" : "mail@lennartk.net"
  }, {
    "email" : "peter.forsell@crevisa.se"
  }, {
    "email" : "torbjorn.lilja@ahlin-ekeroth.se"
  }, {
    "email" : "uffebq@hotmail.com"
  }, {
    "email" : "andreas@acorona.se"
  } ]
}, {
  "id" : "9cad1150-eb46-11ee-aec4-676de4882513",
  "time" : "2024-03-26T08:58:20.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.180.171"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Lennart Karlsson",
    "personSurname" : "Karlsson",
    "personGivenName" : "Lennart",
    "email" : "mail@lennartk.net"
  }
}, {
  "signeeInfo" : {
    "personName" : "Lennart Karlsson",
    "personSurname" : "Karlsson",
    "personGivenName" : "Lennart",
    "email" : "mail@lennartk.net"
  },
  "signingMetadata" : {
    "personNr" : "195003288254",
    "personSurname" : "KARLSSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIEJyZiBQZWxpa2FuZW4gMTUiIApJRDogYWY2NzlhODAtZWFjYS0xMWVlLTg5ZmQtYmYwYzNjNzNiZGU0CkRhdHVtOiAyMDI0LTAzLTI1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "acad4a20-eb46-11ee-9953-21c17022e3fd",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzI1MDAwLTM3NDEgQm9zdGFkc3LDpHR0c2bDtnJlbmluZyBQZWxpa2FuZW4gMTUgZsO2ciAyMDIzMDEwMS0yMDIzMTIzMS5wZGYiCjRlOTggZjFkNCBjZjFkIDhlMTQgZmI5MiA4Y2ZhIDc4Y2EgZWE3YSA0YWVhIDFkNDggNWRjOCA3NGU4IGJmYjAgOGFjMSAzMDFjIDQxZjAKLS0tLS0tLS0tLQ==",
    "personGivenName" : "LENNART",
    "startDate" : "2024-03-26T07:58:47.453+0000",
    "transactionId" : "bda10eb84204c59c4d0940815cd351d4"
  },
  "time" : "2024-03-26T08:59:06.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.180.171"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "b838c3b0-eb46-11ee-89fd-bf0c3c73bde4"
}, {
  "id" : "b8ea8780-eb46-11ee-89fd-bf0c3c73bde4",
  "time" : "2024-03-26T08:59:07.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "helga.gjesdahl@estatecon.se"
  }, {
    "email" : "ingela@kompasshus.se"
  }, {
    "email" : "magnus.pettersson@fhp-ww.com"
  }, {
    "email" : "pelikanen@mockero.se"
  }, {
    "email" : "peter.forsell@crevisa.se"
  }, {
    "email" : "torbjorn.lilja@ahlin-ekeroth.se"
  }, {
    "email" : "uffebq@hotmail.com"
  }, {
    "email" : "andreas@acorona.se"
  } ]
}, {
  "id" : "b8eb23c0-eb46-11ee-89fd-bf0c3c73bde4",
  "time" : "2024-03-26T08:59:07.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "ralf.sandman@gmail.com"
  } ]
}, {
  "id" : "80899cb0-eb4f-11ee-a6e3-3141d05c848e",
  "time" : "2024-03-26T10:01:58.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.180.199"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ralf Sandman",
    "personSurname" : "Sandman",
    "personGivenName" : "Ralf",
    "email" : "ralf.sandman@gmail.com"
  }
}, {
  "id" : "fa122160-eb4f-11ee-a6e3-3141d05c848e",
  "time" : "2024-03-26T10:05:22.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.180.199"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ralf Sandman",
    "personSurname" : "Sandman",
    "personGivenName" : "Ralf",
    "email" : "ralf.sandman@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Ralf Sandman",
    "personSurname" : "Sandman",
    "personGivenName" : "Ralf",
    "email" : "ralf.sandman@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "194601247010",
    "personSurname" : "Sandman",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIEJyZiBQZWxpa2FuZW4gMTUiIApJRDogYWY2NzlhODAtZWFjYS0xMWVlLTg5ZmQtYmYwYzNjNzNiZGU0CkRhdHVtOiAyMDI0LTAzLTI1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "a0e36700-eb51-11ee-92ba-0b1f8493f405",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzI1MDAwLTM3NDEgQm9zdGFkc3LDpHR0c2bDtnJlbmluZyBQZWxpa2FuZW4gMTUgZsO2ciAyMDIzMDEwMS0yMDIzMTIzMS5wZGYiCjRlOTggZjFkNCBjZjFkIDhlMTQgZmI5MiA4Y2ZhIDc4Y2EgZWE3YSA0YWVhIDFkNDggNWRjOCA3NGU4IGJmYjAgOGFjMSAzMDFjIDQxZjAKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Ralf Christian",
    "startDate" : "2024-03-26T09:17:12.154+0000",
    "transactionId" : "8dab16717cea121a3b46f23dcfd71fb0"
  },
  "time" : "2024-03-26T10:17:52.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.255.180.199"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "b8cc9e40-eb51-11ee-b140-f59adb59ff63"
}, {
  "id" : "b93460c0-eb51-11ee-b140-f59adb59ff63",
  "time" : "2024-03-26T10:17:52.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "helga.gjesdahl@estatecon.se"
  }, {
    "email" : "ingela@kompasshus.se"
  }, {
    "email" : "magnus.pettersson@fhp-ww.com"
  }, {
    "email" : "pelikanen@mockero.se"
  }, {
    "email" : "mail@lennartk.net"
  }, {
    "email" : "peter.forsell@crevisa.se"
  }, {
    "email" : "torbjorn.lilja@ahlin-ekeroth.se"
  }, {
    "email" : "uffebq@hotmail.com"
  }, {
    "email" : "andreas@acorona.se"
  } ]
}, {
  "id" : "b934fd00-eb51-11ee-b140-f59adb59ff63",
  "time" : "2024-03-26T10:17:52.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "malin.lundkvist@kpmg.se"
  } ]
}, {
  "id" : "32d6ad00-eb68-11ee-89fd-bf0c3c73bde4",
  "time" : "2024-03-26T12:58:45.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "195.84.56.2"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Malin Lundkvist",
    "orgName" : "KPMG AB",
    "personSurname" : "Lundkvist",
    "orgNr" : "556043-4465",
    "personGivenName" : "Malin",
    "email" : "malin.lundkvist@kpmg.se"
  }
}, {
  "id" : "3dd290c0-eb68-11ee-a6e3-3141d05c848e",
  "time" : "2024-03-26T12:59:04.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "54.81.53.146"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Malin Lundkvist",
    "orgName" : "KPMG AB",
    "personSurname" : "Lundkvist",
    "orgNr" : "556043-4465",
    "personGivenName" : "Malin",
    "email" : "malin.lundkvist@kpmg.se"
  }
}, {
  "id" : "67b14120-eb68-11ee-aec4-676de4882513",
  "time" : "2024-03-26T13:00:14.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "23.19.226.107"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Malin Lundkvist",
    "orgName" : "KPMG AB",
    "personSurname" : "Lundkvist",
    "orgNr" : "556043-4465",
    "personGivenName" : "Malin",
    "email" : "malin.lundkvist@kpmg.se"
  }
}, {
  "id" : "ff292760-eb8c-11ee-92ba-0b1f8493f405",
  "time" : "2024-03-26T17:22:10.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "195.84.56.2"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Malin Lundkvist",
    "orgName" : "KPMG AB",
    "personSurname" : "Lundkvist",
    "orgNr" : "556043-4465",
    "personGivenName" : "Malin",
    "email" : "malin.lundkvist@kpmg.se"
  }
}, {
  "id" : "04a96330-eb8d-11ee-aec4-676de4882513",
  "time" : "2024-03-26T17:22:19.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "52.20.149.167"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Malin Lundkvist",
    "orgName" : "KPMG AB",
    "personSurname" : "Lundkvist",
    "orgNr" : "556043-4465",
    "personGivenName" : "Malin",
    "email" : "malin.lundkvist@kpmg.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Malin Lundkvist",
    "orgName" : "KPMG AB",
    "personSurname" : "Lundkvist",
    "orgNr" : "556043-4465",
    "personGivenName" : "Malin",
    "email" : "malin.lundkvist@kpmg.se"
  },
  "signingMetadata" : {
    "personNr" : "199003304764",
    "personSurname" : "Lundkvist",
    "tbs" : "SSBzaWduOiAiw4Vyc3JlZG92aXNuaW5nIDIwMjMgQnJmIFBlbGlrYW5lbiAxNSIgCklEOiBhZjY3OWE4MC1lYWNhLTExZWUtODlmZC1iZjBjM2M3M2JkZTQKRGF0ZTogMjUvMDMvMjAyNAoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "4b8668c0-eb8d-11ee-9953-21c17022e3fd",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIjcyNTAwMC0zNzQxIEJvc3RhZHNyw6R0dHNmw7ZyZW5pbmcgUGVsaWthbmVuIDE1IGbDtnIgMjAyMzAxMDEtMjAyMzEyMzEucGRmIgo0ZTk4IGYxZDQgY2YxZCA4ZTE0IGZiOTIgOGNmYSA3OGNhIGVhN2EgNGFlYSAxZDQ4IDVkYzggNzRlOCBiZmIwIDhhYzEgMzAxYyA0MWYwCi0tLS0tLS0tLS0=",
    "personGivenName" : "Malin Andréa",
    "startDate" : "2024-03-26T16:24:18.729+0000",
    "transactionId" : "07c543b884b21054d6370cee223cccfa"
  },
  "time" : "2024-03-26T17:24:33.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "195.84.56.2"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "54af6140-eb8d-11ee-92ba-0b1f8493f405"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.





> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.





Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.





Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.
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Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",

12





"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

14
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json

16





Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature

process.
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Document name

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630

19



https://www.ietf.org/rfc/rfc2630



		ContainerFormat

		Table of Contents

		Purpose

		Overview

		Generic Container Structure

		PDF Container

		How to Validate



		Container Content

		Agreement File

		Agreement Files Possible to Visualize

		Agreement Files Non-Possible to Visualize

		How to Validate



		Audit Log

		Common Structures

		UserInfo

		AgreementFileInfo



		How to Validate

		Agreement Created

		How to Validate



		Agreement Viewed

		How to Validate



		Agreement Signed

		How to Validate



		Agreement Rejected

		How to Validate



		Agreement ExpireOn Changed

		How to Validate



		Message Sent

		How to Validate



		Format



		Reference Documentation

		Verification

		Basic Information

		Agreement Files

		Signees

		Audit Log Extract





		Change Log

		Agreement Version : 1.1

		Agreement Version : 1.2

		Agreement Version : 1.3

		Agreement Version : 1.4

		Agreement Version : 1.5

		Agreement Version : 1.6

		Agreement Version : 1.7

		Agreement Version : 1.8

		Agreement Version : 1.9

		Agreement Version : 1.10

		Agreement Version : 1.11

		Agreement Version : 1.12

		Agreement Version : 1.13

		Agreement Version : 1.14

		Agreement Version : 1.15

		Agreement Version : 1.16

		Agreement Version : 1.17

		Agreement Version : 1.18



		Reference Documentation




Signing
Egreement AB

Version 3.0-183-g525da92, 2024-02-14





Table of Contents

PULPOS . . o e

(k7<) 72 175

EleCtrOniC SIgNatures. . . ..ottt ettt ettt e e et e e e e e e e e e
Simple Electronic Signature (SES) . ... .ottt e e
Supported MethOdS. . . ..o e
Advanced Electronic Signature (AES) . ... .ottt e e
Supported MethOdS. . . ..o e
Qualified Electronic Signature (QES) .. ...ttt e et e
Supported MethOdsS. . . ..o e

L0374 011023 = 0] 1 200 PP
Cryptographic Hash FUNCHONS . . . .. ..o oot e et et
ASymmetriC ENCIYPUION . . . oottt e et e e et e e e e
DiIgital SIgNaAtUTES. . . ottt ettt et e e et e e e e

B3} 14 U0 PP
Create teXt FEPIreSENTATIONL . . . ..\ vttt ettt ettt ettt ettt e e et ettt e
VSTl TS . . e

B AT L. . oo
HIdden TBS ..o e e

B AT I, . oo

Create Digital SIgnature . .. ... ...ttt ettt
Signature Methods ... ... e e e
Swedish BanKID . . ... e
SIgNAtUTe fOTIMAL . . ..ttt et e e
AUt IO, . ettt e
HOW tO ValIdAte . . ..o e
Norwegian BankID - advanced electronic Signature. .............uiveeiiineeeinnreennnneeennn.
SIgNAtUre fOTIMAL . . ..ttt e
AUt IO, . et e
HOW tO ValIdAte . . ... e
Norwegian BankID - authentication .......... ...ttt e
AUt IO, . et e
HOW tO ValIdAte . . ... e

Finnish strong identification. . ....... ...ttt i et i e





Identity fOrmat. . . ...t e e 9

AUt L0 oottt e e 10
HOW t0 ValIdate . . ..ottt et e e et e e e e 10
Danish MitID . ...ttt et e e e e e e e e e 10
SIgnAature fOrmMal . . ..ot e e 10
AUt L0 oot e e e 10
HOW t0 ValIdate . . ..ottt e et e e et e e e e 11
SWisSCOmM MODILE ID . ... e e e 11
SIgNAture fOrmMAl . . ..ot e e 11
AUt L0 oot e e 11
HOW t0o Valldate . . ..ot et e e ettt e e 12
Draw SIGNAtUTE .. ..ottt ettt ettt e e et e e e i e e e et 12
SIgnAature fOrmMal . . ..ot e e 12
AUt L0 oot e e 12
HOW t0 Valldate . . ..ottt e et e e et e e e e e 12
AP SIgNATUTE ..ottt ettt ettt et et e e e e e e e e e 13
AUt L0 oot e e 13
HOW t0 Valldate . . ..ottt e et e e et e e e e e 13
SMS SIGNATUTE. . . o ettt ettt ettt et e ettt e e e e e e e e ettt e 13
AUt L0 oot e e 13
HOW t0 Valldate . . ..ottt e et e e et e e e e e 14
Email Signature with OneTimePassWword .. ..........uuiiiirinet ittt 14
AUt IO oot e 14
HOW t0 Valldate . . ..ottt e et e e et e e e e e 15
CLICK SIgNAtUTE . . oottt ettt ettt et e e ettt e e et e e e it et i 15
AUt IO oot e 15
HOW t0 Valldate . . ..ottt e et e e et e e e e e 15

Reference doCUIMENtAtION . ..ottt ettt e e e e e e e e e et e e e e 15





Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance





(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.





* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric





encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:





* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.





Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.





Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,





supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.

11





More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

12





API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.
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 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?
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https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630



		Validation

		Table of Contents

		Purpose

		Overview

		Container Validation

		Agreement Content

		Retracing Signature Steps

		Audit Log Validation Process



		References




Verifikat

Titel: Arsredovisning 2023 Brf Pelikanen 15
ID: af679a80-eaca-11ee-89fd-bf0c3c73bde4

Status: Signerat av alla

Skapat: 2024-03-25

Underskrifter

Kenneth Hérdelin
pelikanen@mockero.se
Signerat: 2024-03-25 18:46 BankID 196504300150, Kenneth Hardelin

Ingela Gullstrand

ingela@kompasshus.se

Signerat: 2024-03-25 19:30 BankID 195210250162, INGELA
GULLSTRAND

Ulf Blomgvist
uffebq@hotmail.com
Signerat: 2024-03-26 06:28 BankID 196208156619, ULF BLOMQVIST

Magnus Pettersson

magnus.pettersson@fhp-ww.com

Signerat: 2024-03-26 08:21 BankID 197404231917, Magnus Christian
Pettersson

Ralf Sandman

ralf.sandman@gmail.com

Signerat: 2024-03-26 10:17 BankID 194601247010, Ralf Christian
Sandman

Peter Forsell

peter.forsell@crevisa.se

Signerat: 2024-03-25 19:14 BankID 196109132099, Karl
Goran Peter Forsell

Andreas Sygut

andreas@acorona.se

Signerat: 2024-03-25 20:29 BankID 195410122278,
ANDREAS ANDRZEJ SYGUT

Torbjorn Lilja

torbjorn.lilja@ahlin-ekeroth.se

Signerat: 2024-03-26 07:52 BankID 196704042453, Hans
Torbjorn Harald Lilja

Lennart Karlsson

mail@lennartk.net

Signerat: 2024-03-26 08:59 BankID 195003288254,
LENNART KARLSSON

KPMG AB 556043-4465

Malin Lundkvist

malin.lundkvist@kpmg.se

Signerat: 2024-03-26 17:24 BankID Malin Andréa
Lundkvist

Filer

Filnamn Storlek

725000-3741 Bostadsrattsforening Pelikanen 15 164.4 kB
for 20230101-20231231.pdf

Kontrollsumma

4e98 f1d4 cfld 8eld4 fb92 8cfa 78ca ea7a
4aea 1d48 5dc8 74e8 bfb0® 8acl 301c 41f0






Héandelser
Datum
2024-03-25
2024-03-25

2024-03-25

2024-03-25

2024-03-25

2024-03-26

2024-03-26

2024-03-26

2024-03-26

2024-03-26

2024-03-26

Tid

18:19

18:46

19:14

19:30

20:29

06:28

07:52

08:21

08:59

10:17

17:24

Héndelse
Skapat | Helga Gjesdahl, Estate Concierge AB 5568493596. IP: 212.247.194.234

Signerat | Kenneth Hardelin
Genomfort med: BankID av Kenneth Hardelin, 196504300150. IP: 83.255.180.139

Signerat | Peter Forsell
Genomfort med: BankID av Karl Goran Peter Forsell, 196109132099. IP: 155.4.221.151

Signerat | Ingela Gullstrand
Genomfort med: BankID av INGELA GULLSTRAND, 195210250162. IP: 83.255.176.174

Signerat | Andreas Sygut
Genomfort med: BankID av ANDREAS ANDRZEJ SYGUT, 195410122278. TP: 83.255.180.205

Signerat | Ulf Blomgvist

Genomfort med: BankID av ULF BLOMQVIST, 196208156619. IP: 83.255.180.202
Signerat | Torbjorn Lilja

Genomfért med: BankID av Hans Torbjorn Harald Lilja, 196704042453. IP: 194.16.29.106
Signerat | Magnus Pettersson

Genomfort med: BankID av Magnus Christian Pettersson, 197404231917. IP: 90.143.205.43,
147.161.188.181

Signerat | Lennart Karlsson
Genomfort med: BankID av LENNART KARLSSON, 195003288254. IP: 83.255.180.171

Signerat | Ralf Sandman
Genomfort med: BankID av Ralf Christian Sandman, 194601247010. IP: 83.255.180.199

Signerat | Malin Lundkvist, KPMG AB
Genomfort med: BankID av Malin Andréa Lundkvist. IP: 195.84.56.2

Verifikat utfardat av Egreement AB

Detta verifikat bekrftar vilka parter som har signerat och innehdller relevant information for att verifiera parternas identitet samt

relevanta hdndelser i anslutning till signering. Till detta finns separata datafiler bifogade, dessa innehaller kompletterande information av

teknisk karaktér och styrker dokumentens och signaturernas dkthet och validitet (for atkomst till filerna, anvdnd en PDF-ldsare som kan

visa bifogade filer). Hash ér ett fingeravtryck som varje individuellt dokument far for att sikerstalla dess identitet. For mer information,

se bifogad dokumentation.

Verifikation, version: 1.18






